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THREAT LANDSCAPE OVERVIEW

THREAT ASSESSMENT BULLETIN

THREAT LEVEL: HIGH
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This bulletin summarizes the most significant cybersecurity threats, intelligence findings, and defender recommendations for the
week of April 4, 2026. Content is drawn from CrowdStrike's 2026 Global Threat Report, IBM X-Force Threat Intelligence Index
2026, Palo Alto Unit 42 2026 Incident Response Report, Microsoft Security Blog, and real-time open-source reporting. Distributed
under TLP:WHITE — no restrictions on sharing.

KEY THREAT METRICS — 2025 ANNUAL DATA

37%

Cloud-conscious
intrusion growth

29 MIN

Avg eCrime breakout
time in 2025

82%

Intrusions that were
malware-free

42%

Zero-day exploit
year-over-year rise

89%

Al-enabled attack
growth YoY

Sources: CrowdStrike 2026 Global Threat Report - IBM X-Force Tl Index 2026 - Palo Alto Unit 42 2026 IR Report - Microsoft Security Blog

ACTIVE THREATS & INCIDENTS THIS ISSUE AT A GLANCE

CRITICAL THREATS
« Al-Accelerated Adversaries (89% surge)
« Drift Protocol $285M Supply-Chain Theft

CRITICAL

m AI-ACCELERATED ATTACKS

Al-Enabled Adversaries Surge 89% YoY — Attack
Lifecycle Compressed to Under 60 Minutes

Adversaries now embed Al across reconnaissance, lure generation,
coding, post-exploitation  scripting.
documented threat actors using GenAl to write malware and
autonomously triage stolen credentials. Russia-nexus FANCY BEAR
deployed LLM-embedded malware (LAMEHUG) against Ukrainian
government targets, using Hugging Face APl prompts for
reconnaissance and intelligence collection. Per Palo Alto Unit 42,
attacks are now 4x faster than 2022, with documented exfiltration
beginning in under one hour of initial access. 65% of all initial access
in 2025 relied on identity-based techniques, not malware. Al does not
yet run fully autonomous campaigns at scale, but operational tempo
has increased dramatically.

malware and Microsoft

Source: CrowdStrike GTR 2026 - Palo Alto Unit 42 IR 2026 - Microsoft Security Blog
(Apr 2, 2026)

Drift Protocol: $285M Drained via Durable Nonce
Supply-Chain Attack — April 1, 2026

Solana-based decentralized exchange Drift Protocol
attackers drained approximately $285M USD through a sophisticated
durable-nonce attack involving multi-week preparation. Attackers
pre-signed transactions ahead of execution and seized Security

m SUPPLY CHAIN / CRYPTO THEFT

confirmed

Council administrative powers without exploiting any smart contract
vulnerability. This mirrors PRESSURE CHOLLIMA's record $1.46B
Bybit theft (Feb 2025) via a trojanized Safe{Wallet} software update.
IBM X-Force data shows supply chain incidents have quadrupled over
the past five years. Trusted software relationships remain the most
dangerous initial access vector in modern enterprise and financial
environments.

Source: The Hacker News (Apr 2, 2026) - CrowdStrike GTR 2026 - IBM X-Force Tl

HIGH SEVERITY
¢ SparkCat Mobile Malware Returns
¢ AiITM Phishing Defeats MFA at Scale
¢ Iran Nexus: Boggy Serpens Al Malware

MEDIUM / WATCH
¢ 56% of CVEs Need Zero Authentication
« Public-Facing App Exploitation +44%
¢ WSUS RCE CVE-2025-59287 (VEILED PANDA)

BREAKOUT TIME TREND

2025 grAshlly

2024

48 min

2023 eranll

2022 geZanll

2021

98 min

Fastest recorded breakout:

27 SECONDS

CLASSIFICATION

DISTRIBUTION

TLP:WHITE — This document may be shared without
restriction.

Distribute to security teams, leadership, and partners as
appropriate.
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ACTIVE THREATS & INCIDENTS (CONTINUED)

HIGH

m [DENTITY & CLOUD EXPLOITATION

Valid Account Abuse Drives 35% of Cloud Incidents —
AiTM Phishing Kits Defeat MFA at Scale

Valid account abuse accounts for 35% of all cloud security incidents
per CrowdStrike's 2026 Global Threat Report.
Adversary-in-the-Middle (AiTM) phishing kits including EvilGinx2 and
Tycoon2FA intercept both credentials and session tokens in real time,
effectively defeating multi-factor authentication without triggering
security alerts. Tycoon2FA operated as a subscription phishing
platform linked to approximately 100,000 compromised organizations
since 2023, generating tens of millions of phishing emails monthly at
its peak. Federal hybrid Entra ID environments are at elevated risk
where Conditional Access token-binding is not enforced and where
legacy authentication protocols remain enabled for backward
compatibility with on-premises systems.

Source: CrowdStrike GTR 2026 - Microsoft Security Blog (Apr 2, 2026)

HIGH

Boggy Serpens Evolves Cyberespionage with
Al-Enhanced Malware and Social Engineering

m NATION-STATE: IRAN-NEXUS

Palo Alto Unit 42 researchers detailed new activity by Iran-nexus
threat group Boggy Serpens, demonstrating refined cyberespionage
tradecraft that incorporates Al-enhanced malware and targeted social
engineering. The group has expanded targeting to technology,
defense, and critical infrastructure sectors. This aligns with the
broader 2025 trend of nation-state actors — particularly from China,
Russia, Iran, and North Korea — increasingly embedding Al into their
operational pipelines. Cloud-conscious targeted
actors from these nations significantly increased investment in
cloud-targeting research and infrastructure throughout 2025.

intrusion threat

Source: Palo Alto Unit 42 (Apr 2026) - CrowdStrike GTR 2026

MEDIUM

IBM X-Force 2026: Public-Facing App Exploitation Up 44%
— 56% of CVEs Need No Authentication

IBM X-Force's 2026 Threat Intelligence Index identifies public-facing
application exploitation as the number-one initial access vector for the
year, up 44% year-over-year. Critically, 56% of the nearly 40,000
CVEs tracked in 2025 could be exploited without any form of
authentication — no credentials, no MFA bypass, and no user
interaction required. This highlights how adversaries frequently
succeed by exploiting preventable gaps rather than employing
sophisticated techniques. Organizations must prioritize rapid triage
and patching of internet-facing appliances, implement web application
firewalls, and reduce unnecessary external attack surface.

m PUBLIC-FACING APP VULNERABILITIES
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INTELLIGENCE DETAIL & DEFENDER ACTIONS

DEFENDER RECOMMENDATIONS

e Patch Edge Devices Within 72 Hours
China-nexus adversaries weaponize CVESs within
days of disclosure. Prioritize VPN appliances,
firewalls, and gateways. Enable enhanced logging
on perimeter devices and validate patch
compliance using SCCM/Intune compliance
reporting on a weekly cadence.

Enforce Phishing-Resistant MFA

82% of 2025 intrusions were malware-free —
adversaries exploit identity, not binaries. Deploy
FIDO2 or hardware security tokens for
privileged accounts. Block legacy auth protocols
and enforce Conditional Access token-binding to
defeat AiTM session capture.

all

Audit Unmanaged Endpoints and VMs
Ransomware adversaries exploit unmanaged
hosts and VMware ESXi infrastructure. Run asset
discovery scans weekly, enroll all endpoints in
EDR, and audit VM inventory in vCenter.
SCATTERED SPIDER extracted ntds.dit in under
3 hours via an unmanaged VM in a 2025 case.

Monitor SaaS and OAuth Token Activity
AITM phishing kits harvest tokens,
bypassing MFA entirely. Enable Conditional
Access policies, monitor anomalous sign-in events
and service account behavior, revoke stale OAuth
grants quarterly, and alert on any logins from
non-compliant or unregistered devices.

session

Harden the Software Supply Chain

npm supply chain attacks impacted packages with
2 billion+ downloads per week in 2025. Enforce
code signing and dependency validation, scan
packages in CI/CD pipelines, restrict unapproved
package registries, third-party
application dependencies regularly.

and audit all
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2026 THREAT OUTLOOK

Al Will Accelerate Attack Speed and Scale

Nation-state and eCrime actors will embed Al across the full
attack lifecycle in 2026. Expect Al-generated phishing at scale,
Al-assisted malware development, and agentic post-exploitation
automation. Defenders must adopt Al-augmented detection to
match adversary tempo.

Ransomware: Cross-Domain Tradecraft Expands

BGH groups including SCATTERED SPIDER and PUNK
SPIDER will continue combining cloud, SaaS, identity, and
unmanaged host access into single campaigns. Vishing is the
preferred initial access method. Ransomware deployed
exclusively on VMware ESXi bypasses endpoint EDR coverage.

Cloud and SaaS Targeting Will Intensify

SaasS application targeting will increase in 2026. CRM instances,
M365 tenants, and OAuth tokens are primary targets.
Non-human identity abuse will grow as a key attack vector.
Organizations migrating data to cloud face elevated exposure
during transition windows.

China-Nexus: Edge Devices Remain Primary Entry

China-nexus actors will weaponize CVEs within days of
disclosure against VPN appliances, firewalls, and gateways.
Telecom, technology, legal, and critical infrastructure sectors
face 34% higher targeting than 2024. Patch edge devices within
72 hours of disclosure.

ANALYST NOTE CISSP EXAM PREP QUICK REFERENCE GLOSSARY

ANALYST NOTE CISSP PREP TIP GLOSSARY

Focus: Unmanaged Endpoint
Exposure

Unmanaged endpoints,
decommissioned VMs, and BYOD
devices are the highest-risk surfaces in
2026. Adversaries actively seek assets
outside EDR coverage to stage attacks
and move laterally without triggering
alerts.

Priority actions: (1) Cross-reference
SCCM compliance collections against
AD computer objects to surface
unprotected systems. (2) Audit VMware
vCenter VM inventory. (3) Validate
Prisma Access BYOD policies enforce
device compliance before granting
resource access.

PUNK SPIDER — 2025's most active
BGH group (198 intrusions) — launched
Akira ransomware from an unpatched
corporate webcam via SMB encryption,
proving any unmanaged device can
become a launch platform.

Domain 7: Security Operations

The 29-minute breakout time is key
exam material: it illustrates why
detection speed and automated
playbooks are foundational. Connect
BCP/DRP concepts to the real cost of
delayed incident response.

Domain 3: Asset Security
Unmanaged assets are a textbook
Asset Security failure. Know asset
classification, ownership, and data
lifecycle. Exam questions test who is
accountable when an unmanaged
device becomes the breach entry point.
Domain 1: Risk Management

Frame Al-driven threats through risk
velocity: likelihood unchanged, but
time-to-impact compressed. Use Luke
Ahmed's managerial lens — translate
technical gaps into business impact
language.

AiTM — Adversary-in-the-Middle. Real-time
phishing proxy stealing session tokens,
bypassing MFA.

BGH — Big Game Hunting. High-value
ransomware targeting large enterprises for
maximum extortion.

Breakout Time — Time from initial
compromise to lateral movement. Averaged
29 min in 2025; fastest: 27 sec.

EDR — Endpoint Detection & Response.
Agent-based monitoring and response on
managed endpoints.

LPE — Local Privilege Escalation. Gaining
elevated rights on an already-accessed
system.

ORB Network — Operational Relay Box.
Traffic relay using compromised devices to
mask C2 origin.

TLP:WHITE — Traffic Light Protocol White.
No restrictions on distribution or sharing.

Zero-Day — Vulnerability exploited before
the vendor issues a patch or public
disclosure.
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